SETTINGS
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General

The General settings set the conditions for authenticators and whether a user is
automatically assigned certain authenticators when their account is created.
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General

To manage General
settings, click on the
Main Menu icon at the
top left corner of the
screen.
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Dashboard

Home > Dashboard
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General

< Ramiro Ceja $

Navigate to and select

# Dashboard
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General

Set the following
General settings, as e @ enrrusr |
required:

1. Lockout Count e e e
2. Lockout Lifetime
3. Authentication

@

Session Lifetime @ =
@ entcaton sesson fetime
@

4. Push
Authentication
Lifetime

5. Maximum Tokens
Per User

Note: For additional information on these
parameters see the Help Issuance Guide.
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Mobile Flash Pass

Mobile Flash Passes are digital credentials that contain information for the applicant and a
barcode for identifying the user or gaining access to an area. Mobile Flash Passes requires
the issuer to have an Apple Developer account or a Google Developer account. Mobile
Flash Passes do not require the end-user to have an Apple Developer account or a Google
Developer account but do require the use of either Google Pay or Apple Wallet.
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Apple Developer Account

Consider these recommendations and notes when setting up an Apple Developer account
for issuing Mobile Flash Passes from Adaptive Issuance Instant™ [D as a Service.

Create Apple Developer Account.
Create Apple Wallet Pass ID.
Generate Private Key.

Request a Certificate.

Export Private Key and Cetrtificate.
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Google Developer Account

Consider these recommendations and notes when setting up a Google Developer account
for issuing Mobile Flash Passes from Adaptive Issuance™ Instant ID as a Service.

Create Google Account.

Register for a Google Pay for Passes Account.

Create an API Access Project and Enable Google Pay Passes API.
Generate an API Service Account Credential File.

Link the API Service Account to Google Pay for Passes.
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Mobile Flash Pass

To manage Mobile
Flash Pass settings, pretiears

) @ =nTRUST | fdeptivessuance
click on the Main -
' -~ ® o B o
Menu icon at the top P
left corner of the b
screen. Q a
B AuditLog
O n @ lss OMm Q
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Mobile Flash Pass

Navigate to and select
Mobile Flash Pass.

# Dashboard

B Credentials

® Credential Designs
= Enroliment Designs
= Mobile Flash Pass
- Designs

= Printers

Print Queue

& Bulk Operations

&%  Administration A

Members v

Resources v

Settings A
General

Registration

Authenticators

Mail Server

Mobile Flash Pass

Notifications
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Mobile Flash Pass

Home > Mobile Flash Pass

i Apple Wallet Settings

Enabled

D o issuing mosse lash passes for Aple Walie
X  Other Settings

Download Lifetime *

7

Adaptive Issuance”
@ ENTRUST | |nstant ID

P .

It Google Pay Settings

Enabled

O a mobile flash passes for Google Pay

day

T
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Mobile Flash Pass

The Mobile Flash

Mobile Flash Pass

Pass page is @ st | i
displayed with Apple e
Wallet Settingson . I
the left side and - |

Iil Google Pay Settings

Google Pay Settings & onerseums
on the right side. i S
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Apple Wallet Settings

@ InstantID asa Service - Entrust X | = X

Ap p I e Wal |et S etti n g S : <« O @ & hips//entrust-training.sg.dev.trustedauthdev.com/#/settings/mobileflashpass ® % £ & -
1. Select Enabled. e

2. Inthe Apple

Wallet Pass & fon s P
Type ID field,
enter the Pass
Type ID for the
Apple Developer
account that will
iIssue Mobile -
Flash Passes. e e———

3. Under Apple
Wallet Key File, e P—
click on the
Upload icon.

Adaptive Issuance r
@ ENTRUST Instant ID

Enabled Enabled

[0 iow suing e fash passesfr Aple Wl mP

Apple Wallet Pass Type ID *

al n your Apple Developer account. For example: pa:
@ pass.com.entrustdatacard.idissuance
Y S

Apple Wallet Key File
The pa tecte:

€2 Other Settings
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Apple Wallet Settings

€ open X
Lcu:ale.ﬂqee/\prﬂea & o [ e B B A R .

Organize v New folder

Name - Date modified Type Size
allet or X
" . B Deskcop , [ spplepkpasspi2 5/26/2020 4:49 PM
. . & Downloads * . )
rivate key file and — PORNEIE pynm—
&= Pictures *

click on Open.

[ This PC
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Personal Informati.

lil Google Pay Settings
¥ Network

Enabled

O a ssuin ¢ flash passes f ePa

File name: | apple.pkpass.p12 | | Custom files (*p12:%.pfi) >

Open Cancel

Apple Wallet Key File
The passwe tecte:

ey file (.pf ed to issue

€2 Other Settings

Download Lifetime *

3 use to claim

7 day

(
UNDO ‘ SAVE
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Apple Wallet Settings

Apple Wallet Settings:

Mobile Flash Pass i -
Adaptive Issuance
© ENTRUST | |nstant ID

4. In the Apple
Wallet Password P e

field, enter the e
password for the

Apple Wallet Key S

file. © o
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Download Lifetime *
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Google Pay Settings

Google Pay Settings:

Mobile Flash Pass

Adaptive Issuance 3
© ENTRUST | nstantip
] . Home > Mobile Flash Pass

2 . I n th e G O O g I e @&  Apple Wallet Settings W' Google Pay Settings
Pay Issuer ID S
field, enter the

ay Issuer ID *
elope 1t. For example: pa ample efia ate the Issuer 1D
pass.com.entrustdatacard.idissuance @

Issuer ID for the —
Google © oo
Developer i S

account that will
iIssue Mobile op—
Flash Passes.

3. Under Google
Pay Credential
File, click on the
Upload icon.

© Entrust Corporation
ENTRUST



Google Pay Settings

€ open X
I ocate th e G 00 g | e [Ty = —r——— . o 5] [ i
Organize v New folder v [
. . . ~ Ramiro Ceja }
Name Date modified Type Size
Pay .json file and click
e = ey = z
] B Deskiop , L intelltrust-mobile-flash-pass-13d5de8e6f... 5/26/2020 449 PM JSON File KB
& Downloads * s ;
aptive Issuance”
on Open : @snrust | G
. =] Pictures *
@ OneDrive
[ This PC ™ .
I Google Pay Settings
¥ Network
Enabled
A " ” e Pa

Google Pay Issuer ID *

bile-flash-pass-13d54 it | | JSON File (*json) 5 Locate the Issuer ID 5 e Me

File name:

Apple Wallet Key File Google Pay Credentials File

The passwc tected key file (.pfx, p12) used to issue Apple Wallet
a apple.pkpass.p12 o

Apple Wallet Password *

............ ®
€2 Other Settings

Download Lifetime *

7 day
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Mobile Flash Pass

To enable Mobile

6 Apple Wallet Settings |ﬁ| Google Pay Settings
.
Flash Pass:
Enabled Enabled
1. Inthe D load o
. Inthe Downloa
Apple Wallet Pass Type ID * Google Pay Issuer ID *
. - . Available f Apple Developel int. For example: pa e Locate the Issuer 1D Google
L I fet I l I I e fl e | d y pass.com.entrustdatacard.idissuance 3388000000001887819

Apple Wallet Key File Google Pay Credentials File

enter the amount ‘ - —
of time after o Qe
which the Mobile i, o

Flash Pass links

expire.

2. Click on SAVE. @ - B

X  Other Settings
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Note: Download Lifetime applies to both the
Apple Wallet and Google Pay Mobile Flash
Passes.
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Mobile Flash

Settings are saved
and Mobile Flash
Pass is enabled.
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i Apple Wallet Settings

Enabled

Apple Wallet Pass Type ID *

pass.com.entrustdatacard.idissuance

Apple Wallet Key File

The passwe scted key file (pf 20 to issue Apple Wallet passe

° apple.pkpass.p12

Apple Wallet Password *

X  Other Settings

Download Lifetime *
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lil Google Pay Settings

Enabled

VI ssuing e flash passes for Google Pa

Google Pay Issuer ID *

Google Pay Credentials File

° intellitrust-mobile-flash-pass-13d54e8e6fde.json

day

Settings Saved
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