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Chapter 1. Introduction

This document describes the integration of the NetApp ONTAP data management
software with the Entrust KeyControl key management solution using the open
standard KMIP protocol. KeyControl serves as a key manager for encryption keys
by using various protocols, including KMIP.

1.1. Product configuration

Entrust has successfully tested the integration of KeyControl with NetApp ONTAP
in the following configurations:

Product Version
NetApp ONTAP 9.8P3, 9.91, 9.10.1, 9.12.1, 9.14.1
Entrust KeyControl 5.3,5.4,5.51,10.0,10.1, 10.1.1, 10.2

1.2. Requirements
Before starting the integration process, familiarize yourself with:

* NetApp ONTAP 9 Online Documentation.
» External Key Manager Support.

* Entrust KeyControl Online Documentation Set.
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Chapter 2. Deploy Entrust KeyControl

The following steps summarize the deployment of the Entrust KeyControl:

1. Deploy a Entrust KeyControl cluster
2. Create a KMIP Vault in Entrust KeyControl

3. Create the Entrust KeyControl client certificate bundle

2.1. Deploy a Entrust KeyControl cluster
For the purpose of this integration, a two-node cluster was deployed.

1. Download the Entrust KeyControl software from Entrust TrustedCare. This
software is available both as an OVA or ISO image. The OVA installation
method in VMware is used in this deployment.

2. Install Entrust KeyControl as described in Entrust KeyControl OVA Installation.

3. Configure the first Entrust KeyControl node as described in Configuring the
First Entrust KeyControl Node (OVA Install).

4, Add second Entrust KeyControl node to cluster as described in Adding a New
Entrust KeyControl Node to an Existing Cluster (OVA Install).

e Both nodes need access to an NTP server. Sign in to the
console to change the default NTP server if required.

. fay 2 A swirch To:
[@ | ENTRUST KeyControl [+ @o (1] ! Q & Security Administrator ¥ | Manage Vaults | P

Vault Management
~ USERS CLUSTER = AUDITLOG ALERTS SETTINGS

Cluster Servers Multi-Select: O Refresh &

Node v Status v Server Name v IP Address v =

Current Node Online kev-10-2-node-1.interop.local ~

Online kev-10-2-node-2.interop.local

5. Install the Entrust KeyControl license as described in Managing the Entrust
KeyControl License.

6. Add a record in your DNS server for the Entrust KeyControl cluster. Associate
all KeyControl Cluster node IPs to the one record.

7. Install a signed certificate from your local root CA. See Appendix A - Install a
signed certificate from your local root CA in the Entrust KeyControl cluster

2.2. Create a KMIP Vault in Entrust KeyControl

NetApp ONTAP and Entrust KeyControl 2/28


https://trustedcare.entrust.com/MyProductsList
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/aaaChapter-OVA-Installation.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/Configuring-First-KC-Node-ova.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/Configuring-First-KC-Node-ova.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/Adding-New-KC-Node-to-Existing-Cluster-ova.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/Adding-New-KC-Node-to-Existing-Cluster-ova.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Admin-Guide/KC-System-Config/Upgrading-Your-License.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Admin-Guide/KC-System-Config/Upgrading-Your-License.html

The Entrust KeyControl Vault appliance supports different type of vaults that can
be used by all type of applications. This section describes how to create a KMIP
Vault in the Entrust KeyControl Vault Server.

Refer to the Creating a Vault section of the admin guide for more details.

1. Sign in to the Entrust KeyControl Vault Server web user interface:
a. Use your browser to access the IP address of the server.
b. Sign in using the secroot credentials.

2. From the user’s dropdown menu, select Vault Management.

Help
API Documentation

Vault Management

Logout

3. In the Entrust KeyControl Vault Management interface, select Create Vault.

KeyControl SWITCH TO:!
@ ENTRUST - v Applicance Management ?

Vault Management

Vaults

Each vault has unique authentication and management

& Settings

+

Let's get started!

+ Create Vault

Entrust KeyControl Vault supports the following types of vaults:

- Cloud Key Management - Vault for cloud keys such as BYOK and HYOK.
- KMIP - Vault for KMIP Objects.

- PASM - Vault for objects such as passwords, files, SSH keys, and so on.

- Database - Vault for database keys.

- Tokenization - Vault for tokenization policies.

- VM Encryption - Vault for encrypting VMs.

4. In the Create Vault page, create a KMIP Vault:
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Field Value

Type KMIP

Name Vault name

Description Vault description

Admin Name Vault administrator
username

Admin Email Vault administrator email

For example:

Create Vault
A vault will have unique authentication and management.

Type

Choose the type of vault to create

KMIP v

Name *

NetARRQIIAR

Description

NetApp-ONTAPR integration with Entrust KeyControl

Max. 300 characters

Administration
Invite an individual to have complete access and control over this vault. They will be responsible for inviting additional
members

Admin Name*

Admin Email *

Create Vault Cancel

5. Select Create Vault. Then select Close.
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@ Vault Successfully Created

The Administrator will be sent an email with a unique URL and
temporary password to log in to their site. This URL will be in the

Vault details for future reference.

Vault URL

Ity copy

User Name

It copy

Temporary Password

B copy
The new vault’s URL and sign-in credentials will be emailed
e to the administrator’s email address entered above. In closed
gap environments where email is not available, the URL and

sign-in credentials are displayed at this time.

Example email:

NetApp ONTAP and Entrust KeyControl
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@ ENTRUST KeyControl

Administrator, you have been invited to become an administrator of the KMIP
vault, CommVault.

To sign in, use the following:

URL:

User Name:

Password:

If you have any issues, contact support.

©2023 Entrust Corporation. All Rights Reserved

6. Bookmark the URL.

7. The newly created Vault is added to the Vault Management dashboard.

For example:

@ ENTRUST

Vault Management - =

KeyControl . | swrento

Vaults
Each vault has unique authentication and management

Total Vaults: 3

KMIP
2

NetApp-ONTAP
NetApp-ONTAP integration with Entru
st KeyControl

8. Sign in to the URL provided above with the temporary password. Change the

initial password when prompted. Sign in again to verify.

For example:

NetApp ONTAP and Entrust KeyControl
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@

ENTRUST

KeyControl
Vault for KMIP

Sign in to your account

User Name

Password

......................| @'9

9. Notice the new vault.

For example:

@ ENTRUST

KeyControl
Vault for KMIP

Netrpp-ONTAP £F & 2

. ﬁ

) [a

Objects Security Audit Logs

2.3. Create the Entrust KeyControl client certificate
bundle

Certificates are required to facilitate the KMIP communications from the Entrust
KeyControl KMIP Vault and NetApp ONTAP application and conversely. The built-
in capabilities in Entrust KeyControl are used to create and publish the certificate.

1. Login to the KMIP Vault with the URL and credentials from Create a KMIP
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Vault in Entrust KeyControl.

2. Select Security, then Client Certificates.

O

Security

4
=

Client Certificates. Access Policies

3. In the Manage Client Certificate page, select the + icon on the right to create

a new certificate. The Create Client Certificate dialog box appears.

4. In the Create Client Certificate dialog box:

. Enter the username.

a
b. Enter the expiration date.

o o

Select Create.

For example:

Create Client Certificate

Add Authentication for Certificate

Certificate Name *

entrust-keycontrol|

Certificate Expiration *

Apr 12, 2025

Certificate Signing Request (CSR)

Choose a file to upload

Encrypt Certificate Bundle

Leave Certificate Signing Request (CSR) field as default.

Browse

The new certificates are added to the Manage Client Certificate pane.

@ ENTRUST KeyControl

Vault for KMIP

# Home £} Settings % % Client Certificates x
Manage Client Certificate
Filter
Name Valid From
entrust-keycontrol Apr 12, 2024, 1:37:22 PM

NetApp-ONTAP

« Created client certificate successf

Expiration Generated From External CSR  Authentication

Apr 12, 2025, 1:37:21 PM No Disable
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5. Select the certificate and select the Download icon to download the
certificate.

6. Unzip the downloaded file. It contains the following:

> A certname.pem file that includes both the client certificate and private key.
In this example, this file is called entrust-keycontrol.pem.

The client certificate section of the certname.penm file includes the lines
fommen BEGIN CERTIFICATE----- "and “----- END CERTIFICATE----- "and all
text between them.

The private key section of the certname.pem file includes the lines “-----
BEGIN PRIVATE KEY----- "and “----- END PRIVATE KEY----- "and all text in
between them.

> A cacert.pem file which is the root certificate for the KMS cluster. It is
always named cacert.pem.

| + | entrust-keycontrol_2024-04-12-17-39-29

Home Share View

)

T » This PC » Downloads » entrust-keycontrol_2024-04-12-17-39-29 v
Name Date modified Type Size
> 3 Quick access
D cacert.pem 4/12/2024 1:39 PM PEM File 2 KB
> i O D entrust-keycontrol.pem 4/12/2024 1:39 PM PEM File 6 KB
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Chapter 3. Deploy NetApp Simulate
ONTAP

This integration testing was performed using Simulate ONTAP configured as a
single node. Simulate ONTAP 9.x is a virtual simulator for ONTAP® software. The
virtual simulator was deployed as a virtual machine in VMware.

1. Download the simulator ova file from Simulate ONTAP Download

2. Deploy the virtual machine. For the purpose on this integration, the STORAGE
SYSTEM NAME is set to mycluster.

3. Add a record in your DNS server for the Cluster Management.
4, Configure the NTP server per NetApp documentation.

5. Install the root CA certificate from your root CA.

For example:

mycluster::> security certificate install -vserver mycluster -type server-ca -subtype kmip-cert

You should keep a copy of the CA-signed digital certificate for future reference.
The installed certificate's CA and serial number for reference:

CA: interop-CONTROLLER-CA-4

serial: 3DAC5A62645AD5AB4AE569666B3E4DAG6

The certificate's generated name for reference: interop-CONTROLLER-CA-4

Note the certificate’s generated name above, e.g. interop-CONTROLLER-CA-
4. 1t will be needed in section Setup Entrust KeyControl as the external KMIP

server.
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Chapter 4. Integrate Entrust KeyControl
with NetApp ONTAP

The following steps summarize the integration of Entrust KeyControl with NetApp
ONTAP.

* Install the Entrust KeyControl client bundle into NetApp ONTAP

* Setup Entrust KeyControl as the external KMIP server

4. Install the Entrust KeyControl client bundle into
NetApp ONTAP

1. Open a command window and remote login into the NetApp ONTAP Cluster
Management.

>ssh admin@xxx. XXX . XXX .XXX
Password:

Last login time: 4/11/2024 19:44:22
mycluster::>

2. Run the following command. Paste the certificate section from the entrust-
keycontrol.penm file from section Create the Entrust KeyControl client certificate
bundle when prompted. Paste the private key section when prompted.

mycluster::> security certificate install -vserver mycluster -type client -subtype kmip-cert
Please enter Certificate: Press <Enter> when done

MITEbzCCATegAwIBAgIFANed1IcwDQYJIKoZIhveNAQELBQAWVZELMAKGATUEBAMC
VVMxFTATBgNVBAoTDEh5VHI1¢3QgSW5j LjExMC8GATUEAXMoSH1UcnVzdCBLZX1D
b250cm9sIENLenRpZmljYXRLIEF1dGhvem1@eTAeFw@yNDAGMTIxNzM3M]jFaFwoy
NTA@MTIxNzM3MjFaMEExCzAJBgNVBAYTALVTMRUWEWYDVQQKEwxIeVRydXNOIELu
Yy4xGzAZBgNVBAMTEmVudHI1¢3Qta2V5Y29udHIvbDCCATIwDQYIKoZIhveNAQEB
BQADggIPADCCAgoCggIBAM4hAS5shy2Hg/hGohHbPKXnFoMOmb8pg1fd0QIkbYgeE
XXdsI7f1IYazFMOzWAEzBMtvt334hYFWzVLenYLSLqueA2Z0cfnTuTQxjoolUccKU
0/cXUJE04DLgm38GQY061qQ6I53ULDLc+Ru13qvgzEBBZH1QogW0awp2r /RtxMO0O
8TuukNht24pCrR8TKebVqws1ZFxqBCC1FDdxJwj3ICzCcN5FObIi1Z6bfQWIaZNH
IJuAwzEFGm+hnXyKabrrulHuYLe+I55StempDTMsrGgG7wdWecz6aDCov6fb8+7s
FpWnhLfc171B59fFZ0vivCBZc52gBNjqiZ1L0BeImFeFxGIwNGwOKTuaSsqXs1a2
bksHO4d41ypZwTKESD6pVm20G4ZIc0x31d1larZ5bYHFA/omy7nor6X5aZeneVz3X
jcJ1Zq1cNfsoDKBAVZMN+9vK45NIwBMKVv3kX9kRj4K10m11K23ft3EAZ9dHVN8m
Rvkese3EWiVSPdI+dmCowPAExgziFLkP4Fu81QKg8j8MMMk f1V6kM3GRHDD2SR3Z
RMBVX1YKZ3dRtBI8tBRqygUBVEjof7U3ipz3Ud7yfiLTcbndV/Grx1+L3S1yR23n
gmVT8INN9xyMPL+aynLEOIdf+4rZtIpr2v/dVgeQ2TZKwfTWGK32q3cjbc8XxeVZ
AgMBAAGjWDBWMAKGATUdEWQCMAAWHQYDVRAOBBYEFLIzIE8c0IBHqIc4KXv4GrNS
eg1tMB8GATUdIwQYMBaAFHeHQXWETIvGO4kYPwOAdMOWEPnfMAKGATUJEQQCMAAW
DQYJKoZIhveNAQELBQADggEBAEI3r fmybwGfMd1pIQuoz@0t/zY9qgaGFAQKKMr7
WSwJanuQTOH2R8yBpNW1+M7dEggBIooiRxzSkqV8Xp9e52aonkg3pKgkEICpuQVe
cY1M/CY+GTFD+V/TrUkxM3j I8NohdynWrQBa9XHxiwkHYFB+PBvpz+RYKnal9G2o0
AHh+maljHIY3xnrvfRNN6XKZXqX+TCbw/TC77Eki+vYsh/@NmCpPX78MdARdB3Pg
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D3T09gF1wICaMgljsaUxpNI14jHi3nW30Y2x20Zf0tr9+nzH617h5X5NPyib2SX
CLgBc0SNe6pNUusdeH4Z3IvxVIiBWGHBbxevIyt49G2BpQic=
----- END CERTIFICATE-----

Please enter Private Key: Press <Enter> when done

MITIQwIBADANBgkqghkiG9w@BAQEFAASCCS@wggkpAgEAA0ICAQDOIQObIcth4P4R
qIR2zy15xaDDpm/KYNX3TkCZG2IHhF13bC035S6GSx TNMTuBMwTLb7d9+IWBVs1S
3J2C0i6r3gNmdHH507k@MY6KFHHC1Dv3F1CRKOAy4Jt/BkGKOpak0i0d1Cwy3Pkb
td6r4MxAQWRIUKIFjmsKdq/@bcTDjvCLrpDYbduKQq@fEynmlasLNWRcagQgtRQ3
cScI9yAswnDeX9G/YpWem30F iWmTRyCbgMMxBRpvoZ18imuq67tR7mC3vi0eUrX]
qQ0zLKxoBu8HVnHM+mgwqgL+n2/Pu7BaVp4S33]e9QefXxWdL4rwgWX0doATYbomd
SzgXiJhXhcRveFhsNCk7mkrK17NWtm5LB9OHeNcqWeEyhEg+qVZtjhuGSXDsd9XZ
Wq2eW2B3wP6]su56K+1+WmXp31c9143CdWatXDX7KAygXVWTDfvbyuOTScATC1b9
5F/ZEY+CtTptdStt37dxAM/XR1Z/Ikb5HrHtxFolUj3SfnZgqMDwBMYM4hS5D+Bb
vNUCoPI/DDDIH5VepDNxkRwwIkkd2UTAVV5WCmd3UbQSPLQUasoFAbxI6H+1N4qc
91He8n4103G53Vfxq8dfi9@pckdt54I1U/ITTfecjDy/mspyxDiHX/uK2bSaa9r/
3VYHkNk2SsH@1hit9qt3123PF8X1WQIDAQABACICACCXxB7tg3rrFTkZKrceSD4fq
mhatn01B9ImTkkcY2m50JoLFCC2AtDOYqHNB2prqU9tu@d+isWcUYUGDheGPUY1KIZ
cbycFz+CHstyWKL5nxk3HV0Q9QwwqW4oRUEeIul ja+Tb+64aanAer7t/WrNz@bEX
LfLaCPhMoB1lmvX1Ms304f10H85z/v2PsMzzMcObS+G+spiAqCEGPtoccgQ5g8091
/zS11¢SKxCQFkQyBwKbFDxzajRqHLqwpubp24aCYBnt2DQzXMRr5Dy/01fN10Gon
P12wjhfuVvvwp4Td@5A/DU3q5Zerer1fal/6IR3Z9fBDf5yuNlaYy/6QYXMKDO77
rYxG/+a8woYx5tpnc+1LiCkLu9f44LtTka@7XGSSrrz5mKOhV11pAtIyoN6l/1z6
mLii/v7XGZSG/Y9cBANy8efQeA70gKbx@v7/NVI0F8/W11FtpwQ1C+SAXB7gXf/m
qa/0IbZtf7igANcYm7EQgC1BQxeFA@9vVwmy3X+3XdwGyqwA+LL7DodVvNYhVeLh
3Kxepf/qSpn8Zr9S+6VyoJ41w0fs3HXabu3GTANN2vWOIaDSnQGdMh2nh4vFDcXN
YwWjs68xhQXdXWIyoYYw2uS/kc7Rag/13I8SBNN+z1uXWDAJfakBE j@qVxEICLO1g
YRSeYDG8zFEAhoUuFe8BAoIBAQDwVYAGdywul0+7W3I04jMxpXA@kht1Jabl2zoq]j
z98ze11bX5nh@SZ7kDN2mSHSOF 1P+vG8WqCYWiPD/IWuQSgiYQnpwEsseyilL687
RODMLHINBOr16JA+XNVevMSIHAffk1NYjRFIfpafIbrRXDgKdukNfPg9g8m8eGuw
wR/1HYa/0IoCwEhvhBXVSEY5FbNzid 1mWSfaMQ+1xN7yPKuiCti7pV1am8W6xKT7
IfKj8rZMQCTkj+YBW10YGHrP5Tmt luTmedSch294rPKmp7 fmK7Y20tFtg13bhKFI
zTnK6YKtDdV11I89NKiyh8Pm370Q3FmVZbkyme]SqxRzbTVxAoIBAQDbkLp1sD5h
QnFalInEcb2X9Wkwd35vendgDgx843th356CfkhF2FqRIFj12tMQGseDvWsLuAKDb
Yb/AegTkGEPwQIpXII05pBWwI+ptxIdq0XgnzB5vvaZ4oNAxrx5GNiSXDvGTceZI/
3feAHq47fNAbH8vZ0sUy(j61tzt8Xu08QInCCWiLo+RM2DXu7UDyolVmLp7KNdd
TAMCFws8rDt7ZjgIFiTjT7DRFO9GqXEMAZFhBoYW20MH5nXpOAd2vkcB4BPNHMxk
gxfd6IvqNugazbQ6RgEugpqgkh+Tt1nE4dMrkW+ORoJ6LMo16u0yN+Iy3b/q0LmS
agGoVKRcpZppAoIBAQDC5t04apTuA8+pQyApHiX3mbsc4C7+1jUgnEdaqY19FpIU
tqb4tsDanArgNzdyYDtsTToVYfmzFAbFPeW1NynxF3k0k991503t8nHNQw]7EeBR
P1zPf2gabvYuqi9IldMWfze7BdUV7sKk9zz894emnuN8vDRXT7TiBG7dZ1IS1LdjE
4nkp2f3kUd3S5ZsyziKFpFxkUBE9pWPOKQAUupcGBn3VTzazgHhOCoMxFkrMI10s
YSr49KnmeLnOMqwGRQMNT72KG2sMtdj0qGzwMju@8eYG/IQy1vK+vOR84dHoeI59
AScG/8xTuozEm82HQgtBgzEzNKnGW31rRUqQEgSBBA0IBAATG7CHYAL2q4eXfNuV9
JOTYHztCDpA4sR50Gy@1+890UVI8xmwK@Dc@aly9ZcPOipolyz5TKzOwIQNDnaYZ
XYparbqVSEDzD118ZR2sI7A1t4FYk4KYNudWe2B9wWvnfEDYM20CGHDNEDIcG5cX
ThIFtxer15eTHvIEHON6j 0kug8GtOXFcNWxHWh TRk fmft1eq06SU7Kk0S4RF1nUd
yR8GKF88z5A7Umr 1aPXSBF7uCPeACH27VotUwU6QB8uDaBHRIgCSPD3buda8uDE6
juc7hy168D1axnTtQSGS1cgVC8r3qX1GCz/0E5A9GVIWB8V24ERHdykLZTBRewe+k
R/kCggEBAIBWtqHNRYbeKPn96HB706TSbOH8eP4oLrhUpVb+BjwREG+AWIPniyY7
b0z7V1IDwUKHH8DhKzw8QLq+Xz7mTaF 1lmaV4DrV32UeM2buKrGIEIPGpx@8C/ okl
AZq+0vLqovMOTHyBedbSy6Tkni66wb27/NJIBzPDYsZVkgv3K1p5rSSHMCI2z0vS
wnBz+9T8b1X09cVEKKoiHW3nGmtxb4gUIMn2Lz]QcIrNZLji4qqVDA40ecKh+nRq
xjNHGtES8NXdjDDLqK75z1dB/aj2ualkGdbowd8K2AAmYB52A/vbe4 fPfpYWI0Hg
jbRmQufbnH4ZSxPkISFXplaFY27gYYI=

----- END PRIVATE KEY-----

Enter certificates of certification authorities (CA) which form the certificate chain of the client
certificate. This

starts with the issuing CA certificate of the client certificate and can range up to the root CA
certificate.

Do you want to continue entering root and/or intermediate certificates {y|n}: n
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You should keep a copy of the private key and the CA-signed digital certificate for future reference.

The installed certificate's CA and serial number for reference:
CA: HyTrust KeyControl Certificate Authority
serial: D79D9487

The certificate's generated name for reference: entrust-keycontrol_D79D9487

3. Note the certificate’s generated name above, e.g. entrust-
keycontrol_D79D9487. It will be needed in section Setup Entrust KeyControl
as the external KMIP server.

4.2. Setup Entrust KeyControl as the external KMIP
server

1. Open a command window and remote login into the NetApp ONTAP Cluster
Management.

2. Enable the external KMIP server. The argument of -client-cert is the
certificate’s generated name from section Install the Entrust KeyControl client
bundle into NetApp ONTAP. The argument of -server-ca-certs is the
certificate’s generated name from section Deploy NetApp Simulate ONTAP.

0 Notice the IP of both nodes in the Entrust KeyControl
cluster.

mycluster::> security key-manager external enable -key-servers 10.194.148.215:5696,10.194.148.216:5696
-client-cert entrust-keycontrol_D79D9487 -server-ca-certs interop-CONTROLLER-CA-4

3. Verify the external key-management is configured.

mycluster::> security key-manager external show-status

Node Vserver Primary Key Server Status

mycluster-01
mycluster
10.194.148.215:5696 available
10.194.148.216:5696 available
2 entries were displayed.
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Chapter 5. Test integration

This test procedure requires test scripts available from NetApp. The output files

resulting from executing the test scripts need to be sent back to NetApp for

verification.

—_

L X

Load the test scripts into NetApp ONTAP

Execute the kmip_before_reboot_test.sh test script
Execute the kmip_post_reboot_test.sh test script
Enable FIPS mode

Execute the before and post test scripts a second time

Verify FIPS mode is unchanged after reboot

5.1. Load the test scripts into NetApp ONTAP

1. Open a command window and remote login into the NetApp ONTAP Cluster

Management.

2. Set diagnostics.

mycluster::> set diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? {y|n}: y

mycluster::*>

3. Enter system shell. Provide the password when prompted.

mycluster::*> systemshell -node mycluster-01
(system node systemshell)
diag@e127.0.0.1"'s password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.

mycluster-01%

4. scp the test script files from a server of your choice into the Systemshell of the

NetApp ONTAP node. Provide the password when prompted.

mycluster-01% scp root@10.194.148.52:/root/Downloads/kmip_before_reboot_test.sh kmip_before_reboot_test.sh
root@10.194.148.52"s password:

kmip_before_reboot_test.sh 100% 7346  731.0KB/s
00:00
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SSH terminating : scp.c : main : 690,errs = 0.

mycluster-01% scp root@10.194.148.52:/root/Downloads/kmip_post_reboot_test.sh kmip_post_reboot_test.sh
root@10.194.148.52"'s password:

kmip_post_reboot_test.sh 100% 6047 3.6MB/s
00:00

SSH terminating : scp.c : main : 690,errs = 0.

5. Verify the test scripts files are in the current directory.

mycluster-01% 1s
kmip_before_reboot_test.sh kmip_post_reboot_test.sh

5.2. Execute the kmip_before reboot test.sh test
script

1. Open a command window and remote login into the NetApp ONTAP Cluster
Management.

2. Set diagnostics.

mycluster::> set diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? {y|n}: y

mycluster::*>

3. Enter Systemshell. Provide the password when prompted.

mycluster::*> systemshell -node mycluster-01
(system node systemshell)
diag@127.0.0.1"s password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.

mycluster-01%

4. Execute the kmip_before_reboot_test.sh test script and redirect the output to
file before_reboot_output_1.txt. KeyControl presents itself as a single entity
even though it may be composed of multiple nodes (two in this test case).
Therefore, select no in the Please enter whether this is a clustered key-server
config (yes or no): question below.

mycluster-01% bash kmip_before_reboot_test.sh > before_reboot_output_1.txt
Please enter key server name: KeyControl
Please enter key server version: 10.2
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Please enter whether this is a clustered key-server config (yes or no): no
Sleeping for 10 seconds before checking if aggregate was created...
Sleeping for 10 seconds before checking if vserver was created...

5. Exit Systemshell.

mycluster-01% exit

6. Reboot the node. Wait 10 minutes before logging back into the cluster.
mycluster::*> reboot -node mycluster-01
(system node reboot)

Warning: Are you sure you want to reboot node "mycluster-01"? {y|n}: vy

Connection to xxx.xxx.xxx.xxx closed.

5.3. Execute the kmip_post_reboot_test.sh test script

1. Open a command window and remote login into the NetApp ONTAP Cluster
Management.

2. Set diagnostics.

mycluster::> set diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? {y|n}: y

mycluster::*>

3. Enter Systemshell. Provide the password when prompted.

mycluster::*> systemshell -node mycluster-01
(system node systemshell)
diag@127.0.0.1"s password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.

mycluster-01%

4. Execute the kmip_post_reboot_test.sh test script and redirect the output to file
post_reboot_output_1.txt.

mycluster-01% bash kmip_post_reboot_test.sh > post_reboot_output_1.txt
Please enter key server name: KeyControl
Please enter key server version: 10.2
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Please enter whether this is a clustered key-server config (yes or no): no

5. Exit Systemshell.

mycluster-01% exit

5.4. Enable FIPS mode

1. Open a command window and remote login into the NetApp ONTAP Cluster
Management.

2. Set diagnostics.

mycluster::> set diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? {y|n}: y

mycluster::*>

3. Enable FIPS mode.

mycluster::*> security config modify -interface SSL -is-fips-enabled true

Warning: This command will enable FIPS compliance and can potentially cause some non-compliant components
to fail.

MetroCluster and Vserver DR require FIPS to be enabled on both sites in order to be compatible. An
SNMP users

or SNMP traphosts that are non-compliant to FIPS will be deleted automatically. An SNMPv1 user,
SNMPv2c user

or SNMPv3 user (with none or MD5 as authentication protocol or none or DES as encryption protocol
or both) is

non-compliant to FIPS. An SNMPv1 traphost or SNMPv3 traphost (configured with an SNMPv3 user non-
compliant to

FIPS) is non-compliant to FIPS.
Do you want to continue? {y|n}: y

4. Reboot all nodes in the cluster. Wait 10 minutes before logging back into the
cluster.

mycluster::*> reboot -node *
(system node reboot)

Warning: Are you sure you want to reboot node "mycluster-01"? {y|n}: Y

1 entry was acted on.

Connection to 10.194.148.113 closed.

5. Log back into the NetApp ONTAP Cluster Management.
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6. Set diagnostics.

mycluster::> set diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? {y|n}: y

mycluster::*>

7. Verify FIPS mode is enabled.

mycluster::*> security config show
Cluster Supported
FIPS Mode Protocols Supported Cipher Suites
true TLSv1.3, TLS_RSA_WITH_AES_128_CCM, TLS_RSA_WITH_AES_128_CCM_8,
TLSv1.2  TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA256, TLS_RSA_WITH_AES_256_CCM,

TLS_SRP_SHA_DSS_WITH_AES_256_CBC_SHA,
TLS_SRP_SHA_RSA_WITH_AES_128_CBC_SHA,
TLS_SRP_SHA_RSA_WITH_AES_256_CBC_SHA,
TLS_AES_128_GCM_SHA256, TLS_AES_256_GCM_SHA384

5.5. Execute the before and post test scripts a
second time

1. Open a command window and remote login into the NetApp ONTAP Cluster
Management.

2. Set diagnostics.

mycluster::> set diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? {y|n}: y

mycluster::*>

3. Enter Systemshell. Provide the password when prompted.

mycluster::*> systemshell -node mycluster-01
(system node systemshell)
diag@127.0.0.1"'s password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.
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mycluster-01%

4. Execute the kmip_before_reboot_test.sh test script and redirect the output to
file before_reboot_output_2.txt.

mycluster-01% bash kmip_before_reboot_test.sh > before_reboot_output_2.txt
Please enter key server name: KeyControl

Please enter key server version: 10.2

Please enter whether this is a clustered key-server config (yes or no): no
Sleeping for 10 seconds before checking if aggregate was created...
Sleeping for 10 seconds before checking if vserver was created...

5. Exit Systemshell.

mycluster-01% exit

6. Reboot the node. Wait 10 minutes before logging back into the cluster.

mycluster::*> reboot -node mycluster-01
(system node reboot)

Warning: Are you sure you want to reboot node "mycluster-01"? {y|n}: y

Connection to xxXx.XxxX.XxX.xxx closed.

7. Log back into the NetApp ONTAP Cluster Management.
8. Set diagnostics.

mycluster::> set diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? {y|n}: y

mycluster::*>

9. Enter Systemshell. Provide the password when prompted.

mycluster::*> systemshell -node mycluster-01
(system node systemshell)
diag@127.0.0.1"s password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment

only when directed to do so by support personnel.

mycluster-01%

10. Execute the kmip_post_reboot_test.sh test script and redirect the output to file
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p ost_reboot_output_2.txt".

mycluster-01% bash kmip_post_reboot_test.sh > post_reboot_output_2.txt
Please enter key server name: KeyControl

Please enter key server version: 10.2

Please enter whether this is a clustered key-server config (yes or no): no

1. scp the test script output files to a server of your choice. Provide the
password when prompted.

mycluster-01% scp before_reboot_output_1.txt
root@xxx.Xxxx.xxx.xxx:/root/Downloads/before_reboot_output_1.txt
root@10.194.148.52"'s password:

before_reboot_output_1.txt 100% 11KB 856.1KB/s

00:00
SSH terminating : scp.c : main : 690,errs = 0.

mycluster-01% scp before_reboot_output_2.txt
root@xxx.Xxxx.xxx.xxx:/root/Downloads/before_reboot_output_2.txt

root@10.194.148.52"'s password:

before_reboot_output_2.txt 100%  11KB
00:00

SSH terminating : scp.c : main : 690,errs = 0.

10.8MB/s

mycluster-01% scp post_reboot_output_1.txt root@xxx.xxx.xxx.xxx:/root/Downloads/post_reboot_output_1.txt

root@10.194.148.52"'s password:

post_reboot_output_1.txt 100% 10KB 585.4KB/s

00:00
SSH terminating : scp.c : main : 690,errs = 0.

mycluster-01% scp post_reboot_output_2.txt root@xxx.xxx.xxx.xxx:/root/Downloads/post_reboot_output_2.txt

root@10.194.148.52"'s password:

post_reboot_output_2.txt 100%  10KB
00:00

SSH terminating : scp.c : main : 690,errs = 0.

12. Send these output files to NetApp for verification.

5.6. Verify FIPS mode is unchanged after reboot

1. Exit Systemshell.

mycluster-01% exit

2. Disable FIPS mode.

mycluster::*> security config modify -interface SSL -is-fips-enabled false

3. Reboot all nodes in the cluster.

mycluster::*> reboot -node *

9.6MB/s
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(system node reboot)

Warning: Are you sure you want to reboot node "mycluster-01"7 {y|n}: Y
1 entry was acted on.

Connection to 10.194.148.113 closed.

4, Log back into the NetApp ONTAP Cluster Management.
5. Set diagnostics.

mycluster::> set diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? {y|n}: y

mycluster::*>

6. Verify FIPS mode is disabled on the cluster.

mycluster::*> security config show
Cluster Supported
FIPS Mode Protocols Supported Cipher Suites
false TLSv1.3, TLS_RSA_WITH_AES_128_CCM, TLS_RSA_WITH_AES_128_CCM_8,
TLSv1.2  TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA256, TLS_RSA_WITH_AES_256_CCM,

TLS_SRP_SHA_RSA_WITH_AES_128_CBC_SHA,
TLS_SRP_SHA_RSA_WITH_AES_256_CBC_SHA,
TLS_AES_128_GCM_SHA256, TLS_AES_256_GCM_SHA384,
TLS_CHACHA20_POLY1305_SHA256
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Chapter 6. Integrating with an HSM

For guidance on integrating the Entrust KeyControl with a Hardware Security
Module (HSM), consult with your HSM vendor. If you are using an Entrust nShield
HSM, refer to the Entrust KeyControl nShield HSM Integration Guide available at
Entrust documentation library.
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Chapter 7. Appendix A - Install a signhed
certificate from your local root CA in the
Entrust KeyControl cluster

Any CA can be use for this integration. For the purpose of this integration, a
Microsoft Windows CA configured as a local root CA was utilized.

1. Create a CSR
2. Sign the certificate

3. Install certificate

/1. Create a CSR

1. Log into the Entrust KeyControl server web GUI.
In the Vault Management dashboard, select the Settings icon on the top right.

Select the Action icon pull-down menu. Then select Generate CSR.

A N

Enter your information.

o Include the FQDN and / or IP of all the Entrust KeyControl
nodes in the Subject Alternative Names.

For example:

NetApp ONTAP and Entrust KeyControl 23/28



NetApp ONTAP and Entrust KeyControl 24/28

Generate Certificate Signing Request X
Common Name*

kevcontralvault

Locality *

Sunrise

State*

FL

Subject Alternative Names*®

kcv-10-2-node-lipteron local kev-10-2-node-2 jntergp local,” = — 5] = x;

eq. ke-hytrust local, 10.241.90 247,

Key Size *
4096

Country *
us

Organization*

Organization Unit*

7.2. Sign the certificate

1. Log into your local root CA with Administrator privileges.
Copy the CSR created above to a local folder.

Launch the certsvr application.

A NN

Right-click on the <certification authority name> in the left pane and select
All Tasks / Submit new request....

5. Select the copied CSR.
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6. Select <certification authority name> / Pending Request in the left pane.
7. Right-click on the request in the right pane and select All Tasks / Issue.
8. Select <certification authority name> / Issued Certificates in the left pane.

9. Select the certificate.

For example:

a | Certificate X

General Details Certification Path

|= a Certificate Information

This certificate is intended for the following purpose(s):
» All application policies

Issued to: keycontrolvault

Issued by: interop-CONTROLLER-CA-4

Valid from 1/11/2024 to 1/11/2025

Issuer Statement

10. Select the Details tab / Copy to File.... Follow the instructions, selecting Base-
64 encoded X.509 in Export File Format. Example name keycontrolvault.

1. Export the local root CA certificate in pem format.

C:\Users\Administrator>certutil -ca.cert C:\Users\Administrator\Downloads\rootcacert.cer
CA cert[@]: 3 -- Valid
CA cert[0]:

MIID1zCCAn+gAwIBAgIQPaxaYmRalatOVpZms+TaZjANBgkqhkiGIwdBAQsFADBS
MRUWEWYKCZImiZPyLGQBGRYFbGIjYWwxFzAVBgoJkialk/IsZAEZFgdpbnR1cm9w
MSAwHgYDVQQDExdpbnR1emIwLUNPT1RST@OXMRVItQOE tNDAeFw@yNDAXMTEYMTEX
MzZaFw@zNDAXMTEyMTIxMzZaMFIxFTATBgoJkialk/IsZAEZFgVsb2NhbDEXMBUG
CgmSJomT81xkARkWB21udGVyb3AxIDAeBgNVBAMTF21udGVyb3AtQ@90VFIPTEXF
Ui1DQS@OMIIBIjANBgkqhkiGIw@BAQEFAAOCAQSAMIIBCgKCAQEA2rthVuA/D9c3
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pRcg10KXayMBSTEuUrGOH61cp@9re683suloGDxBBV1Qpo+I6v2PwkkDD461Y1hCn
yer/+UenUS@As30NMIFbWejVdYBH2IHhHZD12A9Hy priVFb+tLktX1VXbwTXP3Q0
+WPIEBtXRXTyP@1ivkuMVRuyEd+quwTzv1djUGd@j5pRMb2emI/sFRKNICjDBNXDDX
z/wKB+Kaf9n6oh7RrWXIh5+v/N3gI4EG822fLO10TmPzWdTafg9edvSnOviKVrmT
qzGmx1T76DQt8xGRecDi IMH3+9R3XVRLhf1cpANdqMAZnNipDCx4red+DBH7S8mSh
Vr1nK2xybQIDAQABo2kwZzATBgkrBgEEAYI3FATEBh4EAEMAQTAOBgNVHQ8BATSE
BAMCAYYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQAEFgQUYzwTn023Ko23BcNb3u51
zpQLc5QwEAYIKwYBBAGCNXUBBAMCAQAWDQY JKoZIhveNAQELBQADggEBACMiaN@t
tBkyzkxpWy5xA+ePDyCBFLuQ6W1BBYI6TCPOLp6CFsmYgINB4cH1+Y51pIQhDIFf
AODT1LZRTq6b5h8v11GdNzim2wPrtjviNvmQOQ5R/2tIzRID3SBOHV+bUSTRP7j/
giWpEx5ImmmfG7BI4DxWxpA2s00C02iP2TOW5G]cI+varjKNCsyYSiyYhigOpnh/
3Z1pMv2IGB/YykLfCPL2SOtYq@LcAnniiXmxx91y1lgZwi3xQPx35]Ln8b2Mrg0ql
iMaAoCzIXU@9aZcMv+ZCQ27PaowRmxx+WSdYt8Z0RP+cHC+xemLyamnyxzXp@7qE
MsNUdQy+Lo5h5XI=

————— END CERTIFICATE-----

CertUtil: -ca.cert command completed successfully.

C:\Users\Administrator>certutil -encode C:\Users\Administrator\Downloads\rootcacert.cer
C:\Users\Administrator\Downloads\rootcacert.pem.cer

Input Length = 923

Output Length = 1328
CertUtil: -encode command completed successfully.

12. Copy the keycontrolvault certificate and the rootcacert.pem.cer to a location
accessible by the Entrust KeyControl server.

7.3. Install certificate

1. Log into the Entrust KeyControl server web GUI.
2. In the Vault Management dashboard, select the Settings icon on the top right.
3. Select Custom radio button in Certificate Types.

4. Browse and select the certificate as shown.
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Certificate Types
:::' Default (Q' Cusztom

SSL Certificate *

Browse Preview keycontrolvault.cer

CA Certificate *

Browse Preview rootcacert. pem.cer

Do you want to use this CA certificate to verify KMIP client certificate?
) Yes (@ No

Private Key

Browse

Password

Apply Cancel

5. The other defaults settings are appropriate for most applications. Make any
changes necessary.

6. Select Apply.
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Chapter 8. Additional resources and
related products

8.1. Video

8.2. nShield Connect

8.3. nShield as a Service

8.4. KeyControl

8.5. Entrust digital security solutions

8.6. nShield product documentation
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